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NATIONAL SECURITY AGENCY 

WASHINGTON 25. D. C. 



Serial: 3 699 

27 May 1955 



SUBJECT: Report of Communications Security Violations 

TO: Chief of Naval Operations (0P-30) 

The Pentagon 

1. Attached is the quarterly (January through March 1955) 
compilation of communications security violations reported to or 
noted by this Agency which occurred in communications of those 
Navy stations which handle COtUNT traffic. You have been furnished 
completed evaluations of those cryptographic violations which were 
reported as possible compromises. 

2. This report is furnished primarily for guidance in 
improving the security of COMINT communications. Similar reports 
are forwarded to Chief, Army Security Agency, and Commander U. S. 
Air Force Security Service. Upon request, additional copies of 
this report will be provided in sufficient quantity for dissem- 
ination to those activities under your Command engaged in COMINT 
operations. 

3- Extracts from this quarterly summary may be classified 
SECRET if the extracts are restricted to lists of violations which 
involve messages classified no higher than SECRET. For example, 
the list of violations committed by an activity which originates 
messages classified no higher than SECRET may be extracted and 
forwarded to that activity as SECRET material. ' The key list is 
SECRET in classification. 

4. This correspondence may be downgraded to SECRET upon 
removal of Inclosure 1. 



FOR THE DIRECTOR: 




C. M. MILLER 



Major AGC 

Asst. Adj. Gen. 
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1. Communications Security Violations 
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cc: NSA Europe 

NSA United. Kingdom 

NSA Far Fast 

NSA Alaska 

NSA Pacific 

AG 

C/S 

COMSEC (3l 
S/ASST 
COM 
PROD 
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411 

413 



Serial: 3699 

27 May 1935 



m/R: Tliis is a compilation of commur\ica Lions security violations committed 

by Navy COMINT stations during January, February, and March 1955* A 
similar report will be forwarded to Chief, ASA, and COMDR, USAFSS. 

M. M. Orris/4l31-l/6o454/gh 
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COMMUNICATIONS SECURITY VIOLATIONS T3Y NAVY STATIONS 



DTG 


TRIGRAPH 


KEY NO. 


REMARKS 










USN-10 












MARCH 








22 




8 


Operator: in "Text" 










USN-11 












JANUARY 








1106l8Z 


UZR 


3d 


Broke on BETJI vice BETGI 






221032Z 


WMU 


7a 


Broke on CC vice DD 

1 










USN-12 












JANUARY 








180900Z 


AJY 


1 


Sections 1, 2, and 3 broke on 
rotor arrangement 


PM 




2517I+7Z 


AVF 


3b 


Broke on UTAKY vice VTAKY 










MARCH 








090350Z 


ANA 


3a 


Broke on XSDWI vice XSWDI 






100203Z 


ATJ 


2 


Broke using key list assigned 


to 


NSA 


100300Z 


ATL 


2 


Broke using key list assigned 


to 


NSA 


100U15Z 


AUB 


2 


Broke using key list assigned 


to 


NSA 



USN-13 



JANUARY 



190520Z 


DUP 


h 


Omitted letter in message indicator 


210750Z 


EHC 


3a 


Broke 


on ZXAIA vice ZAXIA 


220833Z 


EFJ 


6 


Broke 


using trigraph EJF 






FEBRUARY 






131302Z 


BEC 


3d 


Broke 


on MEASL vice MEMSL 


161818Z 


a® 


3d 


Broke 


on XEARA vice MGARA 


210340Z 


BZU 


1 


Broke 


on PM rotor arrangement 
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USN -13 (cont'd) 






MARCH 




loigioz 

1B08U6Z 


BOB 


3 d 


Broke on YFFWQ vice YlffFT) 


BZN 


3d 

USN -14 

JANUARY 


Broke ori 'XKCYI vice XKCYE 


181530Z 


BNN 


1 

MARCH 


Broke on AM rotor arrangement 


151705Z 




5 

USN -15 

JANUARY 


"UEJZL" 


111608Z 


ACD 


1 

USN -19 

JANUARY 


Broke on AM rotor arrangement 


111615Z 


AJL 


3 d 

FEBRUARY 


Broke on RHMNN vice RPMNN 


181930Z 


EDZ 


3 d 

USN -20 

JANUARY 


Broke on BRSHV vice RBSHV 



110405 Z 


AJT 


3 d 


Broke on JRAFF vice JRYFF 






MARCH 




291917 Z 


AUN 


4 


Omitted letter in message indicator 
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VIOLATIONS (Cont'd) 




ETC TRIGRAPH KEY NO. REMARKS 



USN- 87 

JANUARY 



IOO 838 Z CQN 

I 8185 UZ EGK 

201212Z DLT 

16 

16 

040802Z APS 

142153Z 

150003Z AGN 

150017Z AGP 

lOOOIOZ AEG 



1 Broke on AM rotor arrangement 

for 11 Jan 

3c Broke on DGUYY vice DBUYY 



FEBRUARY 



1 Broke on AM rotor arrangement 



USN-39 

JANUARY 



8 Keyboard operation 

8 Keyboard operation 



MARCH 



7a Broke on BB vice AA 



USN-40 

JANUARY 

8 Operator thought he was on room 

circuit 



FEBRUARY 



2 Broke using keylist assigned to NSA 

2 Broke using keylist assigned to NSA 



MARCH 



3d Broke on CKSZT vice CKSZH 
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- gor SECR ET Serial! 3913 

7 June 1955 

cc ! NSA Europe 

NSA United Kingdom 
NSA Far East 
NSA Alaska 
NSA Pacific 
AG 
C/S 

COMSEC (3) 

S/ASS 1 
COM 
PROD 

06 b 

4ll 

413 

M/Rj This is a compilation of communications security violations committed 
by Army COMINT stations during January, February, and March 1955* A similar 
report will be forwarded to CNO and COMDR, USAFSS. ASA furnished 40 copies* 
Recipients under internal distribution to be furnished one copy each of 

Incl 1 and 2 * s*. 

M. M. Orris/4l3l-l/6o454/mw 
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